| EU LOgIN

How to authenticate with EU Login

EU Login is the entry gate to sign in to different European Commission services and/or other
systems. EU Login verifies your identity and allows recovering your personal settings, history
and access rights in a secure way. You can sign in using social media accounts or the

EU Login account.

Sign in using social media or electronic ID (elD) without an

EU Login account

Signing in with social media and electronic ID (elD) is only available for a limited number of

services.

It does not require creating an EU Login account.

If you do not wish to create an EU Login account, you
can sign in by using one of the following third-party
Service"). Read more

Sign in with your elD

sign-in of
n Sign in with Facebook

Sign in with Google

Please select your country of origin

elD Authentication

elD authentication is provided in accordance with the elDAS regulation for all
notified elD schemes. Additional elD schemes are supported on a voluntary
basis.
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When social media sign in is available, the different
options are displayed on the EU Login main page.
In the example on the left, signing in using Facebook
and Google is allowed.

Additionally, you can use an electronic ID (elD).

After selecting the social media you want to use, you will
be sent to the corresponding web site where you
authenticate as usual. Some social media may request
your consent to send data to EU Login. The following
elements are collected: first name, last name and e-mail
address. Once authenticated, you are redirected back to
the European Commission service you requested to use.

If you choose the elD, you will need to select the country
of origin i.e. the one that issued the elD. Then you will be
taken to the chosen country’s specific elD authentication

page.



Create an EU Login account

You can create an EU Login account using the self-registration page.
Please note that active members of EU staff do not need to create an account.

Sign in to continue

Enter your e-mail address or unique identifier

Create an account

Create an account

Help for external users

First name

Last name

E-mail

Confirm e-mail

E-mail language

English (en)

Enter the code

[J By checking this box, you acknowledge that you
have read and understood the privacy statement

Create an account Cancel

Go to the page
https://ecas.ec.europa.eu/cas/login and click on

the "Create an account" link on the EU Login
main page.

There is no need to fill in the "e-mail
address/unique identifier" field.

Fill in the provided form with your personal

details:

First name — Your first name cannot be
empty and can contain letters in any
alphabet;

Last name — Your last name cannot be
empty and can contain letters in any
alphabet;

E-mail — An e-mail address that you
have access to;

Confirm e-mail — Type your e-mail
address again to make sure it is correct;
E-mail language — The language used
when EU Login sends you e-mails
regardless of the language used in the
interface. It guarantees that you can
understand these e-mails even if they
were triggered mistakenly. EU Login
only sends you e-mails for validating
your identity or for notifying you about
security events affecting your account;
Enter the code — By entering the letter
and numbers in the picture, you
demonstrate that you are a human being
who is legitimately creating an account.
If the code is too difficult to read, click on
the button with two arrows to generate a
new one;

Check the privacy statement by
clicking on the link and tick the box to
accept the conditions;

Click on "Create an account" to
proceed.

If the form is correctly completed, an e-mail is sent to the address you provided to verify that

you have access to it.


https://ecas.ec.europa.eu/cas/login

Therefore, you should receive an e-mail in your mailbox.
If you cannot find the e-mail, check your spam or junk folder.

You have been registered in EU Login.

Click the link in the e-mail or

Your email address 15 e (@....
copy/paste it in the address bar of your

To create your password, follow the link below:

browser.
this link
You have a maximum of 24 hr, starting from the time that this message was sent, to create H H
your password, but you are encouraged to do so immediately if possible. After this time, vou You are InVIted to seIeCt a password
can make another request by following the same link: you will then need to re-enter your and to confi rm |t to make sure you d|d

username and confirm your request.

not mistype it.

If the above link does not work, you can copy the following address (make sure the complete
address is copied!) and paste it into your browser's address bar;

https-//ecas cc cec ew int-7002/cas/init/initialisePasswordLogin cgi?xxx The E_ ma |I f|e I d is prefl I Ied an d cann Ot
Instead of replymng to this message, if you have a problem, please follow the help or contact be Cha n g ed
information en the site where you were trying to register. ) . .

It should contain the e-mail address you
Note that it may take up to 5 minutes after reception of this mail before the above-mentioned . .
site will recognize your registration. prOV|d ed pl’eVIOUS Iy .

Sent to you by EU Login

Type the password you want to use in the
"New password" field.
It must contain at least 10 characters and a combination

of:
New password e uppercase letters,
e |owercase letters,
Please choose your new password. [ numbers,
e special characters.

(External)

New password

| | Select a password as long and as complex as you can to
make your account more secure, but keep in mind that
genfirm new password you will have to remember it.

| |
The new password is checked against a list of previously

[ leaked passwords. If your password is on this list, you

will see the following message: Your new password

Passwords cannot include your username and must contain at

et harcers chusn 60 s e of e ol cannot be used because it is in a public database
< Upper Case Ato 2 with insecure passwords. It could be used to take
¢ Lover Gase 10z over your account. Please choose a different
+ Special Characters I'#8%8/()+ - /-<=>2@"_{[}~ paSSWOI'd.

Examples: SENSRbaW GwOzMgam U(nuCuwh

Generate other sample passwords]

Type your password again in the "Confirm new
password" and click on "Submit".

You are now authenticated and can proceed to the
service you want to use.
Click on "Proceed" to do so.




Sign in with an EU Login account

Once your EU Login account has been created, you can use it to access a multitude of
services. While accessing these services, the EU Login screen will appear when
authentication is required.

Enter the e-mail address you provided when creating
- - - your EU Login account in the "Enter Use your e-mail
Sign in to continue| | address" field and click on "Next".

Warning: If you enter an incorrect e-mail address, you

Enter your e-mail address or unique identifier will be redirected to the ‘Create EU Login account’

‘ ‘ page.

Create an account m . . .
Your e-mail address will be remembered automatically,

so that you can skip this step next time you use the
same browser on the same PC.

Choose your verification method

EU Login supports a variety of verification methods. Using a password is the simplest one.
Other verification methods involve using additional devices that can provide more security.

Several verification methods require using the EU Login Mobile App. The EU Login Mobile
App is an application that you can install on your mobile device from the Google Play Store
(Android) or the App Store (iOS). You first need to initialise the application. Using the EU
Login Mobile App in combination with the password provides additional security.

Please note that some verification methods might not be available while accessing some
specific services.

cases considered as sufficient. However, some services may require

E Password — You can simply use a password, which will be in most
stronger verification, in which case this option will not be available.

EU Login Mobile App PIN code — If the mobile device where your
EU Login Mobile App is installed has internet connectivity then you
can use the "EU Login Mobile App PIN Code" verification method.
You will have to enter a 4-digits PIN code into the EU Login Mobile
App to connect to EU Login. This is the PIN code that you have
chosen while registering your mobile device into EU Login.




EU Login Mobile App QR code — If the mobile device where your
EU Login Mobile App is installed does not have internet connectivity
then you can use the "EU Login Mobile App QR Code" verification
method. You will need to scan a QR code using the EU Login Mobile
App to get a one-time-password, which you then introduce while
connecting from your PC.

On mobile authentication — If you are navigating on the same
mobile device as the one where the EU Login Mobile App is installed,
you can use the "On Mobile" verification method. To connect to

EU Login, the EU Login Mobile App is smoothly triggered, and you
will have to enter a 4-digit PIN code there. This is the PIN code that
you have chosen while registering your mobile device into EU Login.
Alternatively, if your device allows it, you can authenticate using
biometric tools.

Token — A token is a small device that looks like a calculator and
generates one-time passwords synchronised with the European
Commission's servers.

Tokens can be obtained by European Commission staff only.

Token CRAM — The token CRAM (Challenge Response
Authentication Method) is a special kind of token that has the
capability to sign transactions, like tokens used for e-banking.
They can only be obtained by users from specific EC services.

elD Authentication — This method allows you to authenticate using
your national electronic ID (elD).

Trusted Platform or Security Key — Trusted Platform Module (TPM)
technology is designed to provide hardware-based, security-related
functions.

A security key is a small physical device that looks like a USB thumb
drive and works in addition to your password.



Sign in with an EU Login account using a password

Choose your verification method

B Password o Select "Password" as the verification method,
Authenticate to EU Login with only v . " "
your password. enter your password in the "Password" field
and click on "Sign in" to proceed to the service

m you requested to use.

Sign in with an EU Login account using the EU Login Mobile App
PIN code

Sign in with Mobile App as of version 1.10

Choose your verification method

EU Login Mobile App PIN
*ee

see Code
see ) ) : v
M Use your registered EU Login Mobile

app ta verify your identity.

Select a mobile device

Select "EU Login Mobile App PIN
Code" as the verification method, enter
your password in the "Password" field
and click on "Sign in".

If you have more than one device with

Please choose a an initialised EU Login Mobile App, you
mobile device from the will be prompted to select the one you
list would like to use.
BB iy R Ancioid Pabiet This screen does not appear if you have
WP o e only initialised one device.
2. Iy Green i0S Tablet Click on the desired device.




Awaiting confirmation of device

We have sent a request to your mobile device.

1. Open the EU Login Mobile App.

Wait for the app to display pending authentication requests.
2. Press Continue.
3. Confirm using your PIN code or use biometric authentication

In earlier versions of the app, step 1 can be done by accepting the
notification.

3PME B

EU Login

One account, many EU services

Initialise
0 Before you start, you need to link
your device with your EU Login

Scan QR Code

3% Generate aOne-Time-Password >

for offline authentication.

Settings
More information about your >
device and the EU Login app.

Pending authentication
 requests

The pending authentication

requests sent by EU Login to yo.

European
Union

L] [O) <

EU Login

One account, many EU services

Initialise
0 Before you start, you need to link
your device with your EU Login ...

Scan QR Code
Generate a One-Time-Password >
for offline authentication.

Settings
More information about your >
device and the EU Login app.

Pending authentication
o requests

The pending authentication
requests sent by EU Login to yo.

European
Union

L] ® <

EU Login advises you to open the EU
Login Mobile App.

Open the EU Login Mobile App and
wait for the Pending authentication
requests button to be enabled.

Newer versions of the app may directly
show you the list of Pending
Authentication Requests.

Tap on “Pending authentication
requests”.

Newer versions of the app may directly
show you the list of Pending
Authentication Requests.



3:14PM a= @

< Pending authentication request

You have a pending authentication request
for the following service:
https://api.myworkplace.services.ec.europa
.eu/capi/openid-connect-login-service/mwp
-prod-cdn/tokens

Received:
Monday 14 July 2025 15:13:51 GMT+02:00

Cancel Continue

239PM@ B az=®

< Please authenticate

To access the EU Login-protected application,
enter your four-digit PIN.

N

1 2
4 5
7 8
& (0] =
[] ® v
3:14PMS [alodca)

€ Authentication Successful

Authentication Successful

@ Your authentication has been
completed successfully. You can
now access the EU Login-protected
application.

[ ] ® <

If you launched the request, press
“Continue”.

Enter your PIN code or use biometric
authentication if it was configured on
your mobile device.

This automatically completes the
process on your PC that proceeds to the
service you requested to use.

An “Authentication Successful’ screen
is displayed.



Choose your verification methed

EU Legin Mobile App PIN
[ LX)

s Code
*e®  Useyourregistered EU Login Mobile

app to verify your identity.

v

Please choose a
mobile device from the
list

By Red Android Phablet

"l Blanco ABC-123

’

My Green iOS Tablet

Select a mobile device

s
11:00

Wednesday 7 July

EU EU LOGIN

You have a pending authentication request.

EU Login (ECAS Mobile)

Enter PIN code

To obtain access to the EU Login protected
application, enter your four digit PIN code and press

Authenticate.

Sign in with Mobile App version 1.9 or older

Select "EU Login Mobile App PIN Code" as
the verification method, enter your password
in the "Password" field and click on "Sign in".

If you have more than one device with an
initialised EU Login Mobile App, you will be
prompted to select the one you would like to
use.

This left screen does not display if you have
only initialised one device.

Click on the device using the name you
provided.

EU Login sends a notification to your mobile
device.

Tapping on the notification triggers the launch
of the EU Login Mobile App.

The EU Login Mobile App prompts you to enter
your PIN code.

Enter your PIN code or use biometric
recognition and tap on "Authenticate".

This automatically completes the process on
your PC that proceeds to the service you
requested to use.



Sign in with an EU Login account using the EU Login Mobile App

QR code

Choose your verification method

oo
o=

EU Login Mobile App @GR

Code
Generate a one-time-password with
the EU Login Mobile app.

v

EU Login

One account, many EU services

]

o

Initialise
Before you start, you need to link
your device with your EU Login

Scan QR Code

&% Generate a One-Time-Password

for offline authentication.

Settings
More information about your
device and the EU Login app.

Pending authentication
requests

" The pending authentication

requests sent by EU Login to yo..

[=] 3 [m]
LFantt,y

[=]o*

>

>

Select "EU Login Mobile App QR Code" as
the verification method.

Enter your password in the "Password" field
and click on "Sign in".

A QR code is displayed.

Start the EU Login Mobile App on a mobile
device where it has been previously initialised.

Tap on "Scan QR Code".

10



d@z7rve & as e
< Scan QR code

Make sure that your camera focuses on the
QR code.

' QR code authentication '
e n the i code below:

your EU Login mobile app and
o

227PM@ B a=c
< Congratulations!

We've successfully generated a One-Time
Password (OTP) from the QR code. To
continue with your EU Login authentication,
please enter the OTP shown below.

PHYX 76U2

@ This OTP is only valid for the
duration of your current session.

QR code authentication

Please scan the QR code with your EU Login mobile app and

type in the generated code below.

[=] 5 [m]
-
[=]

Code generated by your app

The QR code scanner starts on your mobile
device.

Point the camera of your mobile phone to your
PC screen until the QR code is recognised.

The EU Login Mobile App displays a one-time
password (OTP) composed of digits and
characters.

Type the one-time password from the app in
the "Code generated by your app" field on the
Web and then click "Sign in" to proceed to the
service you requested to use.

11



Sign in with an EU Login account using On Mobile authentication

The "On Mobile" verification method is only available when browsing on a mobile device and
should only be used if an EU Login Mobile App has been previously installed and initialised

on that device.

Sign in to continue

Welcome

Sign in with a different e-mail address?

Choose your verification method

On Mobile Authentication
Use the EU Login Mobile app,

installed on your device, to

authenticate with EU Login.

K3

239PM@ B a=
& Please authenticate
To access the EU Login-protected application,
enter your four-digit PIN.

1 2 3

4 5 6

7 8 9

& (0] d
[ ] @® v

Successful login

You are now logged in to EU Login.

To stop the automalic single sign-on, click Loggut or close all browser
windows.

Select "On Mobile Authentication™ as the verification
method and tap on "Sign in".

The EU Login Mobile App opens automatically and
prompts you to enter your PIN code.

Enter your PIN code and tap on "Authenticate".
If the app is active (in the foreground) it will
automatically redirect you to the browser selector.
If the app is in the background, a notification is
displayed on your device. Please accept this
notification to be redirected successfully.

You are now successfully authenticated and are
redirected to the web page.

12



Sign in with an EU Login account using a token

Choose your verification method

Token
Use a VASCO token to generate a WY 4

one-time-password to login.

Token serial number

Token challenge code

Select "Token" as the verification method.
Enter your password in the "Password" field.

Take your token and look at the barcode at the
back of it. Type all digits written on top of it in
the "Token serial number" field without the
hyphens.

Please note that you can alternatively use the
legacy format starting with a "T", but then only
use the number between the hyphens.

Switch your token on and enter its 5-digit
PIN code. The token displays a sequence of
eight digits.

Type it in the "Token challenge code" field

and click on "Sign in" to proceed to the service
you requested to use.

13



Password

Lost your password?

Choose your verification method

Token CRAM
Use a CRAM token to generate a v
one-time-password

DigiPass serial number
10-digit serial number at the back of the DigiPass

Username or e-mail address

DigiPass serial number

1. Tum on your DigiPass.

2. Enter your PIN. Press @

3. Press until you see the "Login” option. Press

The DigiPass displays "Challenge?”.
4 Enter

4840-0097-5182

Press @

5. Enter the DigiPass response below.

DigiPass response

Sign in with an EU Login account using a token CRAM

Select "Token CRAM" as the verification
method.
Enter your password in the "Password" field.

Take your token and look at the barcode at the
back of it. Type all digits written below it in the
"DigiPass serial number" field without the
hyphens.

Click on "Sign in".

Carefully follow the instructions on screen and
enter the DigiPass response in the "DigiPass
response" fields.

Click on "Sign in" to proceed to the service you
requested to use.

14



Sign in with an EU Login account using a Trusted Platform or
Security Key

Password

Lost your password?

Choose your verification method Select "Trusted Platform or Security Key"
Trusted Platform or Security as verification method.
Cy " v Enter your password in the "Password" field.

Use a Trusted Platform or Security
Key to authenticate with EU Login.

Authenticate with a Trusted Platform or

Security Key
Please choose a device from . .
the list Click on the name of the desired Trusted
Platform or Security Key from the list of
o registered devices.

g -

Carefully follow the steps displayed by your
browser on screen.

@ ecas.ec.europa.eu wants to authenticate you using a
2 registered security key. You can connect and authorize

one now, or cancel,

Note: what you see may differ from these
screens, depending on which browser or
(Firefox) operating system you are using.

When using a Security Key, you will be
requested to confirm by touching a button on
| Use your security key with ecas.ec.europa.eu | the key Itself (WhICh may b“nk tO draW your
Insert y fouch it attention).

Choose another option

(Chrome)

15



This request comes from Chrome, published by Google Llc.

‘ PIN

| forgot my PIN

More choices

Cancel

(Chrome)

This request comes from Chroeme, published by Google Llc.

N
L

Scan your finger on the fingerprint
reader.

More choices

Cancel

(Chrome)

16

For a Trusted Platform using Windows
Hello, follow the suggested steps (verify via
a PIN Code or a biometric).



Sign in with your electronic ID (elD)

Sign in to continue

Enter your e-mail address or unique identifier

Create an account

Or

Sign in with your elD

Sign in to continue
Welcome back

Sign in with a different e-mail address?

Choose your verification method

- |

Fu
{

N

\. elD Authentication
L/ Sign in with your elD

=

Please select your country of origin

elD Authentication

elD authentication is provided in accordance with the elDAS regulation for all
notified elD schemes. Additional elD schemes are supported on a voluntary
basis.

Q I I Belgium

(o] h Czechia

(o] = Croatia
o] = Estonia (o] = Germany (o] I I Italy
o] = Latvia O M Lithuania (o] = Luxembourg
Q = Netherlands O ﬂ Portugal O El siovakia

Q Z Spain

m canes!

On the EU Login main page, click on “Sign in
with your elD”.

No need to enter a username or email address
in this step.

or

On the EU Login Welcome page, select elD
Authentication and then click Sign In.

Both will take you to the country selection page.

Select the country of origin for your elD. Click
Submit and you will be redirected to the
country’s specific page for logging in with your
elD.

Following a successful login, you will be

redirected back to EU Login and then to your
application.

17



Reconcile your EU Login account with your electronic ID

If you have been using EU Login to authenticate with an elD without any relation to your
existing EU Login account, you have the possibility to link (“reconcile”) the two and be able to
authenticate into your EU Login account by using your elD.

Reconciliation is a one-time operation that can be triggered after signing in with either of the
two — the elD or EU Login account.

Note that, once reconciliation is completed, the identity that was created in relation to the elD
will no longer exist. As such, you may lose access rights in services that only knew you by
your “elD identity”.

Reconcile after signing in with your elD

Sign in to continue

Enter your e-mail address or unique identifier

‘ ‘ Sign in using your elD, as described in
the “Sign in with your electronic ID

Create an account (eID)” SeCtion.

Or

Sign in with your elD

Firstname Lastname Qb
Successful login wser@emaes Once successfully authenticated, move
(Eremah the mouse over the gear at the top
You are now logged in to EU Login. Change password right corner to display the menu and
;?;:S:;.?Z:;Tam single sign-on, click Logout or close all I My Account CI|Ck on llMy Account"
Logout
My Account
- - - Click on "Link my elD".
My account details Configure my account Link my elD
D
Display my sessions

18



Sign in to continue

0 Please log into your EU Login account to link it with
your elD

Username or e-mail address

nooa0e!

Password

-

Choose your verification method

Password
Authenticate to EU Login v
with only your password.

m cance!

Link your electronic identity card to your EU Login account

You have successfully linked your electronic identity card to your EU Login account.

You will be asked to log in with your EU
Login account.

Note that, if you proceed, the identity
that has been previously created in
relation to the elD will be deleted and
any data linked to it will be lost.

After logging into your EU Login
account, the reconciliation is complete.

From now on, signing in with your elD
will log you into your EU Login account.

Reconcile after logging into your EU Login account

Sign in to continue

Welcome

reconciletc01
(European Commission)

Sign in with a different e-mail address?

Password

Lost your password?

Choose your verification method

Password

D Authenticate to EU Login v

with enly your password

Firstname Lastname §gb

Successful login user@emal eu
(External)
You are now legged in to EU Legin. Change password

To stop the automatic single sign-on, click Logout or close all

I My Account
browser windows

Logout

19

Sign in using your EU Login account.

Once successfully authenticated,
move the mouse over the gear at the
top right corner to display the menu
and click on "My Account".




My Account

o o 4

My account details Configure my account

as o ©

Manage my Trusted Manage my elDs
Platforms and Security -

Manage my mobile

Display my sessions

fou can view the sessions opened
Keys for visited applications.

Manage my elDs

Link my elD

You can link your elD to your
EU Login account.

< My Account

Please select your country of origin

elD Authentication

elD authentication is provided in accordance with the elDAS regulation for all
notified €lD schemes. Additional elD schemes are supported on a voluntary

pasis
—
© Bl Beigium O mmm Croatia O b czechia
O =] Egtonia O™ comany O BN ay
— —
O wmm Latvia O EE Lithuania O === Luxembourg

—
O wmm Netherlands O ﬂ Portugal O KM siovakia

(@] = Spain

m cancel

Link your electronic identity card to your EU Login account

You have successtully linked your electronic identity card to your EU Login account.

¢ My Account

20

In the My account screen, select
“‘Manage my elDs”.

Click on “Link my elD”.

Select the country of origin for your
elD. Click Submit and you will be
redirected to the country’s specific
page for logging in with your elD.

Note that, if you proceed, the
identity that has been previously
created in relation to the elD will be
deleted and any data linked to it
will be lost.

Following a successful authentication,
you will be redirected back to EU
Login.

After logging in, the reconciliation is
completed.

From now on, signing in with your elD
will log you into your EU Login
account.



Install and initialise the EU Login Mobile App

The EU Login Mobile App can be used when accessing a service that requires increased
security. The EU Login Mobile App is free and can be obtained from the Google Play Store
(Android) or the App Store (iOS). After installing it, you need to initialise it. To do so, you
need a PC in addition to your mobile device.

1:51PME B

EU Login

One account, many EU services

Initialise
@ Before you start, you need to link >
your device with your EU Login ...

Scan QR Code
3% Generate a One-Time-Password
for offline authentication

Settings

8 More information about your >
device and the EU Login app.

Pending authentication
o requests

The pending authentication

requests sent by EU Login to yo

11:24AM A=
< Initialise

Welcome to the EU Login App!

To use this mobile device for secure
authentication on EU Login-protected
applications, you must link it to your EU
Login account. Please follow these steps:

1. If you're reinstalling the app on this
phone, first remove the existing device
from your EU Login account. On your
laptop or desktop, go to
https://ecas.ec.europa.eu/cas/mobile

and click 'Delete a mobile device'.

N

. For a first-time installation, open https:/
ecas.ec.europa.eu/cas/mobile on your
laptop or desktop and click ‘Add a mobile
device' to link your phone to your
account

3. Chose your 4-digit PIN code and click
'Submit' to generate a QR code.

4. Open the EU Login app on your phone and
scan the QR code to finish the setup.

L] ® <

Add a mobile device

After installing the EU Login Mobile App, open it and tap
on the "Initialise™ option. Please ensure that you accept
the ‘Allow Notifications’ option when prompted.

Follow the instructions on the screen: open a browser on
your PC and go to the following URL.:
https://ecas.ec.europa.eu/cas/mobile

You will be prompted to authenticate.

Important: If you already installed and initialised the EU
Login Mobile App on another, you are requested to
authenticate using the already registered device.

Please note that an EU Login mobile app can only
register a single account, and an account can only be
registered with a single mobile app.

Then click on "Add a mobile device" in the browser on
your PC.

21


https://ecas.ec.europa.eu/cas/mobile

Add a mobile device

Please give a name to identify your mobile
device and a PIN code to use for it

Your device name

Your 4 digit PIN code

You will be required to enter this PIN code
on your mobile device to use the ECAS
mobile app.

Confirm your PIN code

m Gancel

d@ahz7rve . A=
< Scan QR code

Make sure that your camera focuses on the
QR code.

QR code authentication
P tne U Lo

e gin mobile app and
type in

L
a ® <

12:05PM a= ‘
< Enter PIN code

You are connected to the EU Login account
of IS To complete your mobile device
registration, enter your four-digit PIN.

OO

. R ~ » =
® O o 0 N
)

In the "Your device name" field, provide a name that will
allow you to remember to which device it refers to. You
can pick any name that suits you, such as "My Android
tablet", "My iPhone" etc.

Select a PIN code composed of 4 digits and enter it in
the "Your 4-digit PIN code™" and in the "Confirm your
PIN code" fields to make sure you did not mistype it.
You will be prompted to provide the PIN code when
authenticating so make sure you select one that you can
easily remember. However, avoid PIN codes that can be
easily guessed, such as your birth year or birthday and
month.

Once you are done, click "Submit" and then "Next" on
your mobile device.

The QR code scanner starts on your mobile device and
a QR code is displayed on the screen of your PC.

Point the camera of your mobile phone to your PC
screen until the QR code is recognised.

Enter the PIN code you have just chosen on your
mobile device.
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5:48PM@ &3 azm@

< Device registration successful

Your mobile device has been successfully
linked to your EU Login account. You can

now icate to an EU Logi
application using this device.

Continue
L] ® <
139PME as@

< Biometric enrolment

Please enter your PIN code and tap the
‘fingerprint' to initiate the biometric setup.
Once authenticated, you'll be able to use
biometric authentication in the app.

I

EU Login Mobile

Biometric authentication required.

Please use a biometric to confirm the.
authentication process.

Your EU Login Mobile app is successfully initialised and
can be used for authenticating. Click on “Continue” to
be redirected to the Welcome screen.

(Android)

If your device is equipped with Fingerprint or other
biometric recognition, the biometric enrolment screen
will be displayed at the end of the enrolment process.

To activate biometric recognition, enter the PIN code
you chose during your device’s initial setup twice, then
tap ‘Continue’. If you enter the wrong PIN, tap ‘Restart’
to try again.

Confirm by authenticating with your fingerprint. You will
be automatically redirected to the Welcome screen.
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If you skip now, you will not see this
screen again, but you can still enrol
biometrics later at any time in the

app settings.

Initialize
0 Before you start, you need to link your.

~ Done

Initialize
> Bofore you start, you need to link your

n Request
The pending authentcation requesis sent
by EU Login to your device.

European
Union

If you choose not to enable biometrics and tap ‘Skip’ in
the previous step, a confirmation dialog will appear
asking you to confirm your decision. You can still enable
biometrics later in the app settings.

(i0S)

If your device is equipped with FacelD recognition or
other biometric recognition, an automatic pop up will
be displayed to enable biometrics. To start the biometric
activation, tap ‘Yes'.

To complete biometric enrolment, enter the PIN code
you chose during your device’s initial setup twice.

If you choose not to enable biometrics and tap ‘Skip’ in
the previous step, a confirmation dialog will appear
asking you to confirm your decision. You can still enable
biometrics later in the app settings.
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Register a Trusted Platform or Security Key

To register a Trusted Platform or a Security Key, open a browser and go to the following
URL: https://ecas.ec.europa.eu/cas/login

Important Note: The Trusted Platform (TPM) and Security Key options must be configured
on your device before being registered into your EU Login account. Please refer to your
device user guide to first set up your TPM or Security Key.

Firstname Lastname ¢
Successful login user@emaileu
(Etermh Once successfully authenticated, move the
You are now logged in to EU Login. Change password mouse over the gear at the top right
o o the aulamaic <nole sgn-on. ik Ladoutorcloce 21 [ sesccoums corner to display the menu and select "My
Logout Account".
My Account
g L Ly
My account details Configure my account Manage my mobile
Click on "Manage my Trusted Platform
6@ &L and Security Keys".
Manage my Trusted Manage my elDs
Platforms and Security You ned
Keys

Sign in to continue

@ Managing Security Keys and Trusted Platforms requires
stronger authentication

Username or e-mail address

Password

Choose your verification method

You may need to authenticate with a
stronger authentication method.
L]

Mobile phone

+32123 45 67 89 ‘

International format including country code. .g. for
Belgium: +32 123 45 67 89

m eenes!
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https://ecas.ec.europa.eu/cas/login

Manage my Trusted Platforms and Security Keys

# &

Add a Trusted Platform Add a Security Key

Add a Trusted Platform

Please give a name to your Trusted Platform.

Your device name

m cancel

This request comes from Chrome, published by Google Llc.

)
L

Scan your finger on the fingerprint
reader.

More choices

Cancel

Manage my Trusted Platforms and Security Keys

I @ A Trusted Platform has been added

# &

Add a Trusted Platform Add a Security Key

&%

Delete a Trusted Platform
or Security Key

Add a Security Key

Please give a name fo your Security Key.
Your device name

m canee!
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Click on “Add a Trusted Platform” or “Add
a Security Key”.

Enter a device name and click on ‘Submit’.

For a Trusted Platform using Windows
Hello, follow the suggested steps (verify via
a PIN Code or a biometric).

You will then see a success message ‘A
Trusted Platform has been added’.

Enter a device name and click on 'Submit'.



Add a Security Key

Please give a name to your Security Key.
Credential registration in progress...

Your device name

‘ Test

m cance!

ecas.ec.europa.eu is requesting extended information
about your authenticator, which may affect your
privacy.

9

Firefox can ancnymise this for you, but the web site
might decline this authenticator. If declined, you can

try again.
Learn more...

[[] Anonymise anyway

Proceed Cancel

@ ecas.ec.europa.eu wants to register an account with
= one of your security keys. You can connect and

authorize one now, or cancel,

Manage my Trusted Platforms and Security Keys

I @ A security Key has been added

# £

Add a Trusted Platform Add a Security Key

i

Delete a Trusted Platform
or Security Key

27

A message will pop up: ‘Credential
registration in progress’.

Your browser will open a popup window to
request access to extended information
about your authenticator.

Click on ‘Proceed’.

Please do not tick the ‘Anonymise
anyway’ checkbox, otherwise it will not be
possible to use this authentication method.

Note: this is an example from Firefox, what
you see may differ depending on the
browser you are using.

Validate the fingerprint on your security key.
You will then see a success message ‘A
Security Key has been added’.



Transaction signature using a second factor

If needed by a client application, users may rely on EU Login to sign a transaction using
password and a second factor.

Signature

Welcome Esteemed CUSTOMER, you have been requesied to digitally sign a transaction.

Requested by client application
Description: Please sign this transaction
Reason: For acceptance

Comment

P

E Printer-friendly Version | @ See the complete transaction

I & Please authenticate to sign

Username or email address

customer ‘

Password

Choose your verification method

Trusted Platform or Security Key

@ Use a Trusted Platform or Security Key to authenticate with EU

Login.
m concel
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First, please review the information
displayed.

Then, if asked, type in a comment.
Providing a comment may be optional,
mandatory or not needed at all,
depending on the application that
requested the signature.

Click on “Sign” to proceed.

Choose a second factor to “re-
authenticate” for signing.

N.B. The dropdown will only present the
second factors that are accepted by the
client application.

Click on “Sign in” and follow the
authentication process.

When done, you will be automatically
taken back to the application which
requested the signature.



Transaction signature using EU Login mobile app - for DG CLIMA
users

DG CLIMA users may have to perform a transaction signature operation in EU Login, for
example to transfer units to another account without trusted account, transfer units to another
trusted account, delete allowances, cancellation of Kyoto units, exchange of Kyoto units for
phase 3 allowances, return of excess allocation or surrender allowances to be compliant.

ECAS Demo for eu-login-demo
Description: The description

Reason: For conformity

Please always verify that the transaction parameters correspond to your
request.

Comment

4

Scan the QR Code generated by the Signature Page.
| When you will attempt to sign a request, you will be

Password

presented with a screen displaying:
2 e onte Sean Gt Coe e e A QR code;
item and scan the QR code on the .
¢ Instructions on how to request an OTP

3. For Field 1
1234
enter:
1234

4. For Field 2
abc

enter
abc

5. Once all fields have been
completed in the app, tap the top-
right button. Enter the result in the
field below to continue.

Code generated by your app

[[are e ]

XXDA

L") A

<  EU Login (ECAS Mabile)

Scan QR code

Make sure that your camera zooms in on the OR
coda

When you scan the QR Code, the app will show a
screen comparable to the previous step.

Complete the data as indicated in the instructions on
the page.

J
p—

s vl e S A e
3 e e B 8 i
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A

= EU Login (ECAS Mobile) v

Complete data
ECAS Demo
Please complete the data for the requested

fields,
Fiedd 1:

IS R o o i o Complete the requested data as indicated; all fields are

Field 2: required and will be validated according to the required
input pattern.

Please provide value for field 'Field 2

A

- EU Login (ECAS Mobile)

Enter the generated OTP in EU Login.

If the data is validated by the app, it will generate an
OTP.

Enter the generated OTP on the EU Login page.

More information:

For any additional information, please refer to the EU ETS Registry system - User Guide,
available via the Help button of the Union Registry.
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Hints and tips

e It can happen that you successfully sign in EU Login but your access to a given
service is denied. In that case, please contact the helpdesk of that service and
request the access rights.

e For External users only: if your mobile device has been stolen, please use the STOP
— Delete all my devices and EID link in the ‘My Account’ page (also known as
'PANIC' button). This action does not require to be logged in with a second factor.
Be careful: this will remove all the second factors linked to your EU Login account!

¢ At any moment, you can click on "EU Login" at the top left corner to go back to the
"Sign in" screen.

e If you want to manage your account or change your password, you can go to the
following URL.: https://ecas.ec.europa.eu/cas/login
After successfully authenticating, the gear icon at the top right corner displays the
menu, where you will see a "Change password" and a "My Account" entry.
"My Account" is where you can update your personal information and provide
additional devices for authenticating in a more secure way.
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